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Hvordan koble til studentbynettet med Windows 77?
How to connect to the student residence network
with Windows 77

Windows 7

| Mot connected - Connections are available
PN !\t connected - Connections are svailable|

NO- e w1054 |

Dobbeltklikk pa ikonet for nettverk.
Doubleclick network icon.

Mat connected

I:E[[g Connections are available

Wireless Metwork Connection
eduroam

5Bnett

Open Metwork and Sharing Center

Klikk pa Nettverks- og delingssenter nederst i bildet
Click Open Network and Sharing Center at the bottom of the window
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Ly | b Control Panel » Metwork and Internet » Metwork and Sharing Center - Search Control Panel e

Control Panel Home . . . . .
View your basic network information and set up connections

Change adapter settings m: x $ Q See full map

Change advanced sharing

settings ORAKEL-PC

{This computer)

View your active networks Connect te a network
You are currently not connected to any networks,

Change your networking settings

ﬁ- Set up a new connection or nebwork

Set up a wireless, broadband, dial-up, ad hoc, or VPN connection; or set up a router or access point,

4 Connect to a network
Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.

e Choose homegroup and sharing options

Access files and printers located on other network computers, or change sharing settings.
HomeGroup

Internet Options @ Troubleshoot problems

Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

Velg Endre innstillinger for nettverkskort.
Choose Change adapter settings.
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? * @ « Met.. » Network Co.. - Search Network Connections yo !

Organize = Disable this network device Diagnose this connection  » EI = [l @

| | Local Area Connection | m= Wireless Metwork Connection
%_ Enabled @l Dizable jsabled
ﬁﬂ?f Broadcom M tel(R) PROWireless 2915ABG ...
Status
Diagnose

'@' Eridge Connections

Create Shortcut
Delete

'@' Rename
—tn '@' Properties

Hoyreklikk pa Lokal tilkobling og velg Egenskaper.
Right-click Local Area Connection and choose Properties.
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0 Local Area Connection Properties M

Networking| Authentication | Sharing |
e ——

Connect using:

li" Broadcom Met¥treme 5o Gigabit Controller

This connection uses the following tems:

"% Client for Microsoft Metworks

Bl 005 Packet Scheduler

.@, File and Printer Sharing for Microsoft Networks

i |ntemet Protocal Version & (TCP/IPvE)

< |ntemet Protocol Version 4 (TCP/IPv4)

<. |ink-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

[ Install... ] [ Uninstall Properties

Description

Allows your computer to access resources on a Microsoft
netwaork.

| ok || cancel

Velg arkfanen merket Godkjenning.

Hvis du mangler arkfanen ma du starte en tjeneste kalt Wired Autoconfig. Se side 9 for
feilsgking.

Click the tab named Authentication.

If the tab is missing, you have to start a service called Wired Autoconfig. See page 9 for problem
solving.
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4 Local Area Connection Properties @

Authertication | Sharing

Select this option to provide authenticated netwars access for
this Ethemet adapter.

able IEEE 8021 authentication

4

Choose a network authentication method:

P Nicrosoft: Protected EAP (PEAP) -|( | Settings |

Remember my credentials for this connection each
time I'm logged on

[ Fallback to unauthorized network access

[ Additional Settings...

oKk || Cancel

. Kryss av for Aktiver IEEE 802.1X-godkjenning.

. Sjekk at Godkjenningsmetoden er Beskyttet EAP (PEAP).
. Kryss av for Husk legitimasjonen for denne.....

. Klikk pa Innstillinger.

. Mark the box for Enable IEEE 802.1X authentication.

. Check that Authentication method is Microsoft: Protected EAP (PEAP).
. Mark Remember my credentials....

. Click Settings.
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Protected EAP Properties —

1 hen connecting: N B !
Iidate server certificate
Connect to these servers:

i e (U e p D S o
Irusted ool Certincation Sutnorties

Wl Claz= 3 Public Primary Certification Authority

[7] Entrust.net Secure Server Certification Authority
[] GTE CyberTrust Global Root

[] Microsoft Root Authority

[ Microsoft Root Certificate Autharity

[ Thawte Premium Server CA

[] Thawte Timestamping CA

Do not prompt user to authorize new servers or trusted
certification autharities,

Select Authentication Method:

4

[Se::ured password (EAP-MSCHAP vZ)

- [ Configure... D

Enable Fast Reconnect

[| Enforce Network Access Protection

[ Disconnect if server does not present cryptobinding TLV
["] Enable Identity Privacy

Klikk Konfigurer.

! [ K J [ Cancel ] \I

Fjern krysset ved Valider serversertifikat.
Sjekk at Godkjenningsmetoden er Sikret passord (EAP-MSCHAP v2).
Fjern alle kryss unntatt for Aktiver rask gjenoppretting av forbindelse.

Uncheck the box at Validate server certificate.

Be sure that the Authentication method is Secured password (EAP-MSCHAP v2).
Remove all markings except for Enable fast reconnect.

Click Configure.



EAP MSCHAPy2 Properties S|

When connecting: N B l

fkomatically use my Windows logon name and
assword (and domain i ary).

| ok || Ccancel |

W = — _ e— _ F

Pass pa at det ikke er krysset av i dette feltet.

Klikk OK i alle foregaende vinduer for a lagre konfigurasjonen
Be sure to uncheck this box.

Click OK in all open windows to save your configuration

A ¢ Additional information is needed to connect to this network
= Click to provide additional informaticn.

Etter en stund skal du fa opp en boble i nederste hagyre hjgrne pa skjermen.

Klikk pa den for a fa opp innloggingsvinduet.

After a while you should see a popup window in the lower right corner on your screen. Click this
to get the logon box.



Windows Security Iﬁ

Metwork Authentication

Please enter user credentials

[ ahcle@uit.nn
|
| | SRR DER |

Skriv inn brukernavnet ditt etterfulgt av @uit.no i feltet for Brukernavn og deretter
passordet (brukernavnet abc123 er bare et eksempel).

Enter your username with @uit.no as suffix and then your password.

(the username abc123 is just an example).

Det kan ta litt tid for du er palogget.

Nar du er tilkoblet vil du fa opp et nytt ikon nederst til hgyre pa skjermen

It may take some time until you're logged on.

When you are connected you'll get a new icon at the right bottom of the screen.

12:52
17.11.2009
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Feilsgking /Problem solving:

Hvis du ikke far opp arkfanen Godkjenning pa side 4, ma du starte tjenesten Wired
Autoconfig pa folgende mate:

If the tab named Authentication is missing at page 4, you must start the service Wired
Autoconfig in the following way:

Snagit 9 Editor

Orakel

Snagit 9@

Dokumenter

Kemmeigang

Bilder

" Koble til en projektor

Musikk
Tilkabling til eksternt skrivebord

Datarmaskin
Klistrelapper

Koble til

W T
S Tjenester

% Utklippsverktay

Kalkulator

Kontrollpanel g \‘

Enheter og skrivere

Standardprogrammer

,afj}]? Paint ;
Hjelp og stette

P Alle programmer

| Sak [ programmer og filer Avslutt E

| —
s

Ga til Start og skriv services.msc i sokefeltet , trykk Enter.
Go to Start and write services.msc in the search field, push Enter.



File Action View Help

& |[EEc= HE v o nwp

oo Services (Local)

Wired AutoConfig

Stop the service
Restart the service

Description:

The Wired AutoConfig (DOT35VC)
service is responsible for
performing IEEE 8021
authentication on Ethernet

interfaces. If your current wired

network deployment enforces
802.1X authentication, the
DOT35VC service should be
configured to run for establishing
Layer 2 connectivity and/or
providing access to network
rescurces. Wired networks that do

o _=4Wired AutoConfig

S
Mame

+ £ Windows Media P...

F;{:Windows Maodule...

’.,.e Windows Search
£ Windows Time

% Windows Update
5 WinHTTP Web Pr...

L5 WLAN AutoConfig

L5 WWAN AutoCenfig

5 Windows Presenta...
L5 Windows Remote ...

’,.5 WMI Performance...

7= .*.,;c‘; Workstation

Description

Shares Win...
Enables inst...
Optimizes p...
Windows R...
Provides co...
Maintains d...
Enables the ...
WinHTTP i...
The Wired ...
The WLANS...
Provides pe...
Creates and...

This service ...

Status

Started

Started

Started

Started

- 4|

L

~

Startup Type

Manual
Manual
Manual
Manual
Automatic (D
Manual
Automatic (D
Manual
Automatic
Automatic
Manual
Automatic [z

Manual

Extended J,{\Standard f

Scroll ned i listen over tjenester og velg Wired AutoConfig.
Scroll down the list of services and choose Wired AutoConfig

10
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Wired AutocConfig P rties (Local C t
i utoConfig Properties (Local Computer) u

General | Log On I Recovery | Dependenciesl

Service name: dot Isvc

Display name: Wired AutaConfig

Descrintion: e Wired AutoConfig (DOT3SVC) service is a
SRR F;;pnnsible for pefforming |IEEE 802.1%

Path to executable: f
C:xWindows system 32 svchost exe 4 Local SystemMNetwaork Restricted

Startup type: [Pu.rtumatic -

[ Help me corfigure service startup options.

Service status :2 Stopped

|
14 Stop Pause Resume

You can specify the start parameters that apphy when you start the service
from here.

Start parameters:

Lok | [ Cancel Boply

Sett Oppstartstype til Automatisk.

Klikk Start og deretter OK. G4 tilbake til begynnelsen av manualen.
Set Startup type to Automatic.

Click Start and then OK. Start again from the beginning of this manual.

N =N =

11



Currently connected to:

== Unidentified network
¥ Mo Internet access

Open Metwork and Sharing Center

10:54

B 2w ou—m
UM B 5 ¢ ;505000

Mot connected
L Mo connections are available
Troubleshoot

Open Metwork and Sharing Center

10:58

- EoLou— 4,
U " %% % "2 o 17.12.2009

Hvis du far meldingen Unidentified network eller Ingen tilkoblinger er tilgjengelige

nar du dobbeltklikker pa nettverksikonet, kan det vaere at din IP-adresse er satt til & vaere statisk.
Klikk pa Nettverks- og delingssenter.

If you get the message Unidentified network or Not connected

when you doubleclick the network icon, your IP-adress might be set to be static. Choose Open
Network and Sharing Center.

12



,_‘ ‘ :'f- b Control Panel » Metwork and Internet » MNetwork and Sharing Center hd Search Control Panel 2

Control Panel Home

View your basic network information and set up connections

&&“: x : @ See full map

T SERRRTED sha i ORAKEL-PC Internet

Change adapter settings

settings i
9 (This computer)
View your active networks Connect to a network
You are currently not connected to any networks,
Change your networking settings
'E. Set up a new connection or nebwork
Set up a wireless, breadband, dial-up, ad hoc, or VPN connection; or set up a router or access point.
's. Connect to a network
' Connect or reconnect to a wireless, wired, dial-up, or VPN network connection.
S O& Choose homegroup and sharing opticns
Access files and printers located on other network computers, or change sharing settings.
HomeGroup
Internet Options @ Troubleshoot problems
Windows Firewall Diagnose and repair network problems, or get troubleshooting information.

Velg Endre innstillinger for nettverkskort.
Choose Change adapter settings.
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Organize = Disable this network device Diagnose this connection  » 52

-

- II Local Area Connection | B Wireless Metwark Connection
%E_ Enabled @ Dizable sabled

@7 Broadcom N tel(F) PRO/Wireless 2015ABG N...
Status

Diagnose
Eridge Connections

Create Shortcut
Delete

Rename

Properties

Hoyreklikk pa Lokal tilkobling og velg Egenskaper.
Right-click Local Area Connection and choose Properties.

14
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E Local Area Connection Properties M

Networking | Authentication | Sharing |

Connect using:
L¥ Broadcom NetXtreme 57cc Gigabit Controller

This connection uses the following tems:

% Cliert for Microsoft Networks

Bl 005 Packet Scheduler

E,', File and Printer Sharing for Microsoft Networks

i |ntemet Protocal Version & (TCP/IPvE)

) niemet Protocol Version 4 (TCP/IPv4)

<. |ink-Layer Topology Discovery Mapper 140 Driver
i Link-Layer Topology Discovery Responder

—_ e
[ Install... ] Uninstall [ Properties ]
Description

Transmission Control Protocol/Intemet Protocol. The default
wide area network protocal that provides communication
across diverse interconnected networks.

oK || Cancel

Klikk pa Internet Protocol versjon 4 (TCP/Ipv4) slik at feltet er markert blatt, deretter pa
Egenskaper.

Click Internet Protocol version 4 (TCP/lpv4) to mark it and then click Properties.

15



Internet Protocol Version 4 (TCP/IPvd) Properties @Iﬂ_hJ

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability, Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(@) Obtain an IP address automatically
i) Use the following IP address:

i@ Obtain DNS server address automatically

(7 Use the following DMS server addresses:

Validate settings upaon exit

[ oK ][ Cancel ]

Velg Motta IP-adresse automatisk og Motta DNS-serveradresse automatisk

Klikk OK. Ga tilbake til begynnelsen av manualen.

Choose Obtain an IP-adress automatically and Obtain DNS-server adress automatically.
Click OK. Start again from the beginning of this manual.
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Andre vanlige feil:

Forsok en re-autentisering (logg inn pa nytt).

Fa opp innloggingsboks pa nytt ved a: Napp ut nettverkskabel fra maskin—-> sett inn
nettverkskabel igjen-> skriv inn brukernavn og passord pa nytt.

Kontroller at du skriver korrekt brukernavn — HUSK! Det skal vaere e-post suffiks etter
brukernavn: brukernavn@uit.no eller brukernavn@unis.no

Sjekk innstillingene i nettverksprotokollen (802.1x) en gang til. Disse kan ha endret seg
etter Windows Update.

Finner ikke arkfanen "Godkjenning”

Se side 9

En nettverkskabel er koblet fra” — melding

Sjekk at du ikke er tilkoblet telefonuttaket. Det er til forveksling likt telefonuttaket og kabelen
passer i begge.

Plugg kabelen direkte i nettverksuttaket, unnga svitsj eller ruter nar du feilsgker.

Sjekk at nettverkskabelen fungerer ved & teste den pa et annet nettuttak eller prgv en annen
kabel.

Brukerkonto er sperret for nettilgang

Du vil motta en e-post melding fra csirt@cc.uit.no "MULIG INFISERT MASKIN — sperring av
konto...” denne meldingen sendes til din student e-postkonto. Dette betyr at din brukerkonto har
blitt sperret for tilkobling mot Studentbynett og UiT tradlasnett. Innlogging pa alle andre IT-
tienester vil fungere som normalt.

Hvordan oppheve sperre for nettilgang pa brukerkonto?

Falg instruksjonene i eposten du har mottatt fra CSIRT.

Hvis Stinger eller antivirusprogramvaren sier at det ikke finner noe virus ma kanskje
operativsystemet reinstalleres for & bli kvitt viruset.

Ta kontakt med Orakelet nar maskinen er fri for virus for a fa gjenapnet kontoen din

17



Other possible problems:

Try re-authentication. Force the logon box "Enter Credentials” to appear again by
unplugging your network cable - replace the network cable again—-> enter your
username and your password again.

Make sure that you are entering correct user credentials — NB! You must enter
the e-mail suffix after your username: username@uit.no or username@unis.no
Check the settings in your network protocol (802.1x) one more time. They may
have changed after running Windows Update

The tab Authentication does not appear in the dialogue box Local Area
Connection Properties

See page 9.

| get the message ”A network cable is unplugged”

You may have plugged your cable into the phone outlet, it's very similar to the
network outlet.

Connect your computer directly to the network without any switch or router in
between.

Check that your network cable is OK by testing it on another machine/outlet or try a
different cable.

The network access on your user account has been suspended by CSIRT
You will receive an e-mail from The Computer Security Incident Response Team,
csirt@cc.uit.no with subject "MULIG INFISERT MASKIN — sperring av konto...”
(“Possible infected machine — suspension of user account...”) This e-mail is sent to
your student e-mail account. You will not be able to connect to the student residence
network or wireless network at campus. All the other IT-services will work as usual.
How do | remove the CSIRT suspension on my user account?

Follow the instructions in the email from CSIRT.

If Stinger or an antivirus program says it can’t find virus on your computer, you may
have to reinstall your operating system to get the virus removed.

When you have followed the instructions from CSIRT and your computer is cleaned
or reinstalled, contact Orakel IT-support service to get your account opened.
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Orakel IT-brukerstotte

Telefon: 77 64 45 44

E-post: orakel@uit.no

Apningstidene star pa vare nettsider http://www.orakel.uit.no

Orakel IT-support service

Phone: 77 64 45 44

E-mail: orakel@uit.no

Opening hours at our website http://www.orakel.uit.no

UNIS brukerstotte Svalbard:

Telefon: 79 02 33 11 (Heinrich)
79 02 33 61 (Frank)

E-post: support@unis.no

Web: http://www.unis.no

UNIS IT-support Svalbard:
Phone: 79 02 33 11 (Heinrich)
79 02 33 61 (Frank)
E-mail: support@unis.no
Web: http://www.unis.no
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